BLACKDUCK | Hub

Jyy—xX/—F»F
IN— 3 4. 6.1




CDIT423v® [YJ—X/—FK (&, /13— 3 UBlack Duck Hubd4. 6. 1R ELTLET,
ARFaAD MR2018FESAI4BICERFIEFHENELT,
AAY FBEITREICONTIE, ROEEFETHEY <FEEL,

Black Duck Software, Incorporated
800 District Avenue, Suite 201
Burlington, MA 01803-5061 USA

Copyright © 2018 by Black Duck Software, Inc.

All rights reserved. K KF¥a A FDFEAIZT T, Black Duck Software, Inc. £S5/ RFAEE
DEIDFERAHFELZNICENMLET, KRF1AY FOULWDESESE . Black Duck Software, Inc. D=

HICKBHEEZITHENL, EFOEIBHBEFTEFRICE-TH., ERHFHITEET LI ENELS
nNTWETS,

Black Duck. Know Your Code. #&&UBlack Duck A I, (EHELUVFDMDEIZE T 5Black Duck
Software, Inc. DEEXFEIETY, Black Duck Code Center. Black Duck Code Sight. Black Duck
Hub. Black Duck Protex. & & UBlack Duck Suiteld. Black Duck Software, Inc. DEEETI, D
RS L VERERE IR TENETNOMBEENRELTVET,



Chapter 1: ¥t ... ..
IN—3 4 6. 0D FTHEEE
O T MER T DR

IN—3 045 0D FTseE
TALRER .
ARy by F .
BIEHA S RAPL .

IN—2 3 VA4 4 2DFHEE
N—=23 24 4 1 DFHEE

NRAT—=FOANBRTMOBERT HE. 2—F—TFhO U AV ITIRENET .

VulnDBIERDREF ...
IN— 3 U4 A ODFTHEEE

Black Ducktz3ra ) T4 7 K/xA 1 (BDSA) o
B X D OV R— R MRS

AP1%—% & C1=REST A

HFLOWRFYUH—EX

N—23 24 3 1 DFHEEE

IV RA—4H—54 2 REH

N—2 3 V4.2 0DFTHEEE
SAEVREE .

P LA T T 2 R

LN A R R — O DA 4

OpenShiftdHR— bk~ .

BRRZ LIRT DHEE .
MRS hI-RBIET—4

Hubtz & g o B A LT MED R R R 4

IN—23 U4 1 1 DR
SAML®DIDP A & FT—4& XM

IN—23 U4 1 0D FTHERE
KubernetesHHR— k

IN—23 4. 0. 0D FTHERE
BMESA Yy aR—F .

SERDPostgreSOLT—4R R— X

Lo 7 ALY R— b 4

BIE A B R = N 5

BLACKDUCK

R—2 i Black Duck Hub 4.6.1



J1)—R/—+ BR

DARYA RO IRR T A= T U 5
UGN YA A VDY R— R ERBRTAI=ODSAML 5
L D — N D B B AR T o 5
T A N A— =5 T T R 5
IN=U A 8 T OB BE 5
L UHUD DoCKer =T T 0 5
B R B I B L 6
IN— U 3 8 0. OB B il 6
FTLLHub Docker Z— T F v DR = R e 6
TR N T R R 7
R RIRDPDE 7 7 A AN T 1
TR ) MBI BT SRR . 1
Docker b E M= R v U A T N . 1
IN— D 3 S BT B il 8
BERRAD O A D MO B 8
B R D L E = T L 8
= RO T D B AT o 8
R Y — R DD R IR 8
Oracle Enterprise Linux TOHR— b 8
IN— U a3 S A TR il 8
HUD T A — L T R T U 3 L 8
T L U HUD D T e 8
IN—= 0 A U AR L 9
T L N0S S B E T S Il o 9
N T — O R — O DR — N 9
LinuXT A R MY Ea—2a DR yF o T MM 9
IN—U 3 8. 3 2D B 9
JEHub Y —N— B SNz T TR—UMBREST APLICT ORI HHEE ... 9
IN=U 3 8. S LD B 9
T R T U A DT IR N 9
O— R A R R DB R 10
AP L D R B L 10
IN— U 3 8 8 O B 10
BN T 7 A I TR N 10
A — RN T — B R 10
MavenE L UWGradle O T MDY R— b L 10
AP D R R 10
AR =T 4 T R T AICR T TR — N 10
HUD D B e 1
IN—U 3 8. 2 OB B il 1
D O R RO R 1

BLACKDUCK A= | i Black Duck Hub 4.6. 1



J1)—R/—+ BR

MES Sk Y B E R TS I P AR MR .. 1
HUD D B 11
Chapter 2: B SMI=BEBE 12
A 6. 1 O B T B 12
A 6. O B AU o B 12
DoCKer B S/ N0 T S 12
S BT O R R 12
TA 2 R DY R il 12
AP D R R 12
= I 13
A D T B U o B 13
A D, O T B LT B 13
A= =D B DY R 13
BT L U BB — B R 13
A A 2 B U o B 13
A A O U o B 13
Hub R4 o S A 7 o FONTLM Y R — & L 13
O 27 A B EN S I—— O A B . 13
National Vulnerability Database™ = TR—SADY U MEBEDFHDOR—J(2BME
MU LT m 13
A O T B LT B 13
A AR B DB R R L 13
IN= R L 7 B D B B 14
NTRE v TIREBROBREN A T a i Y E Ll . 14
AL B BT 14
IO O b= a3 LR— b AT LB E R INE L . 14
AP L D R B L 14
LR— R T — 2 R =R BRI 14
DOCKEr RUN 14
= B = 14
HUD D 15
[ a Tl R = DB BRI 15
4. 3. OO B LT B 15
O— RO T R A I B 15
R = DB R R 15
G I— B R DR R TR 15
A — D B MR Bl 15
(TR bNR—=D 3 V] R=DICEMENTZTT—XTAILE 16
(R I RO BRI . 16
Bl D A — R U R T 16
AP L D R B L 16

BLACKDUCK ~N—=2 | i Black Duck Hub 4.6. 1



J1)—R/—+ BR

A R M= Il R L 16
= I 16
HUD D e 16
LR D BRI - oo 16
A E T A DI 17
A 2 O MV o B 17
PostEreSAL D /N — 0 O S . 17
LD AP R R 17
LAR— M B EN ST T IO o MBI 17
R = = L DR . 17
B R 17
AP L D R R L 17
HUD D e 18
A E T A DR 18
A 2 B U o B 18
HUD DY S D O T m b e 18
A1 O B AU o B 19
L UHUD R F 2.0 — R R L 19
AP D R R 19
R L A U N O T T 19
LDAP D O 19
POStEreSAL /N =0 3 19
HUD D e 19
4. 0. O B LT B 20
BRI T 7 A I LaR— RO O B o 20
T L U HUD D Il 20
LR — R T = R R D B R 20
HUD R v O R oA D R R o 20
AR O T D B R 20
B O TR U N 21
B R R D TR N 21
R B B R oo 21
= B = 21
HUD D B 21
A E T A DI 21
3. T OO B MU o e 22
LR — R T = R R D B 22
R o — = LD R . 22
BB T O — R R v T L 22
AP L D R B L 22
HUD D B e 22

BLACKDUCK A= | v Black Duck Hub 4.6. 1



J1)—R/—+ BR

= = 22
A U T A DBl 22
3. 6. N O o U o B 23
HUD D B e 23
3.6 O G o AU o B 23
R =l B RE LRIV B 23
HUD R 3 4 D B B oo 23
ProteX BOM S Il 23
A B R D L —H — DB 23
AP L D R R R 23
HUD D B e 24
HUDEEF A — L L R T U O L 24
= = 24
A U T A DBl 24
3 D O AU o B L 24
HUD R 3 D B B o 24
AP L D R R L 24
HUD D B e 25
HUD B F A — L L R T U A e 25
= - 25
A= E T A DR 25
3. A 2 O AU o B 25
AP L D R B L 25
HUD D B e 26
S A T U o B L 26
B T 7 A I LR N B B e 26
HUD R 4 D B B o 26
B D I R T R 26
A— =T =T RN T DREBE 26
AR A R DB 26
AP L D R B L 21
RN B D R T 21
HUD D B e 217
A U T A DBl 27
= = 217
DT Ly OR— R B . 21
3. 3 N O U o B 21
HUD R 3 D B B o 28
B R D R B 28
R O — = LD B R D U R 28
HUD D B e 28

BLACKDUCK N— |y Black Duck Hub 4.6. 1



J1)—R/—+ BR

3. 8 O G o U o B 28
R = = LD B . 28
HUD R 3 4 D B B oo 29
B R R A T . 29
aAVR—RY FDRI Y= EBAICET ARER L . 29
BRI AT B I O Y — Il L 29
= = 29
A U T A DBl 29

3. 2. O o U o B 29
HUD R 3 D B B o 29
A E T A DI 30

Chapter 3: BBIE AU = RBE 31

A 6. O I IE AL R RE 31

A O B I VTR RE . 31

A A B IE ST R RE 32

A A B IE AT e 32

A A O B IE AT R 32

A 3 N B IE AT e 32

4. . O B IE AT R R 32

A O B IE AT e 32

A I ST R RE 33

A O B IE AT e 33

A 0. O T IE AT R RE 34

S T N B IE ST o IR 34

3. 6. N T I ST I RE 34

3. 6. O T B IE ST oI RE 34

3. 0. 2 T I ST IR 34

S D B IE S o R L 35

3. A 2T I ST A RE 35

S A B E ST R L 35

3. 8 O I S o R 35

3. 2 O B IE ST IR 35

Chapter 4: BREAIDRIRE & BB 36

BLACKDUCK N— | vi Black Duck Hub 4.6. 1



Hib K& A2k
HIbD KE¥a A RE, AUSAIAILTERD FFa A FTEREINTLET,

4k

Yy—R/—

Docker ComposeZ{$
ALfHUbDARk—
)7

Docker Swarm#%{#
L=Hub®A > RA~—)L

KubernetesZz{#E A L 1=
Hub®A 2 Ak—)JL

OpenShiftz{E ALz
Hub®4 > RAk—)L

=R HHIIC

AFXYURANTS5HT4
z

Hub SDK#% % A 358

1z

LiR—hk T—8R—Z

I71IL

release_notes_bd_hub.pdf

hub_install_compose.pdf

hub_install_swarm.pdf

hub_install_kubernetes.pdf

hub_install_openshift.pdf

hub_getting_started.pdf

hub_scanning_best_practices.pdf

getting_started_hub_sdk.pdf

report_db_bd_hub.pdf

Hub#t&®D K& o A > k&, ConfluencelZH Y £9,

NL—=24

B8

it RE LT E SN RE . SRR S I-RIRE .
BTE DY)—RELUVLLFT DOV—RDER F1 D
R RE IRE T AE MM E SN TLET

Docker Compose#{# FiL f=Hub®D1> X
F—ILETVTTL—R I HERATE S
nTHET.

Docker Swarm#{ A L f=Hub®41 > Xk —)L
E7VTIL—R I T B ERATEEH INTLY
EX R

KubernetesZ{# F L 7=HUb®A > Xk —)L&
TYITIL—R I T HERMEEH SN TNE
ER

OpenShiftz{§ F L fzHubDA >V Ak —JLETY
TIL—FIETHERIEHRINTNET.

FOHTHE R I 51— —IZHubDfE A % 12
THEREFIRBLET.

AFYUDRRSTSOTARITDNTEHRBALFE
ER

BEBLUYUTILOI—Rr—RDE HEHan
TWET.

LiR—h T—ER—20fE A I 3 51E 8| A
BFENLTNET.

Black Duck Academyld. 9 _XT®MBlack Duck#HBF =—XIZxET BT R Yy TYY—RXTY, CZT
. Ao SA FL—Z0 5 a—RONIY—ETHAD24EMI5BDT7 I R EFRATEET,

BLACKDUCK

s
N

R—=2

Black Duck Hub 4.6.1


https://blackducksoftware.atlassian.net/wiki/spaces/INTDOCS/overview

J1)—R/—+ FANE

HFLOWETALa—ZANEAEBMEINET,
Black Duck AcademyTl&, UTD I & EETTEET,
n BOOR—XATEET S,
n AETHHEETCI—REEET S,
s ABEZTTHSDAXILETA T S,
n RTIBAZEFMRAIL T, EEXTT,

SHIZDULNTIL, https://www. blackducksoftware. com/services/trainingZSB LT &L

https://academy. blackducksoftware. conTaA—ADAE2OS ZFHEE L. ERHOI—XZEHHL LS

PEG MMM TEI= 5. https://academy. blackducksoftware.comCF7AH Y MzOFd4 2 LTLES
Ly

Customer Success GCommunity

Black Duck Customer SuccessaAZa=TaIE. hREIHR—bt, Ya—ar, BLUVERZEHE
FTERXTELRASA ) Y—RATY, Customer SuccessTA I 1 =F 4 Tlk, TIEOLLBHHEIZYHFR—rr—
AZEHAVWTETRKREZER LY., EEGERERERER LY. FLyIOR—XFBRELRY., ZFERAL
TWAfthdDBlack DuckDBEEHMNLHER B~V T©E X9, Customer Success Communityt >4 —I(Z
(&, HEMEEIZET 2 ROBEELHY F£9,

n DHEMND - U R— b —XRERVTETRREERTHEEDIC, TUOPZTY UJELPEGER
BYEDOZENMVEIZLSMEEZEHRLET,

n ¥ - dDBlack Duck G 1—H—DHMRERR N TSH T4 RZEBLT, ¥R%)—F35&%
SFELEENSBELRHINEESENTEET, & 5(Customer HubTIE, BRFDEFZ=—21—X 4
Black Duck DEmFEMRET R THREDRFETHERTEET, ChiEx, A—T2V—RDMIEFHEHERN
TERARIZENHD LS IZHHOBROY—EREZ LY LFISERTIDICHILET,

n fi#R9I D - Black DuckEMARPF Ly OA—ZAMNRRIT 2EEHI VT U VPRGHHBIZTI
ALT. HBLTWAEZZTIFOEHEIZBELZENTEET,

n £EF9 5 - Black Duck@®R A v 70D EEHRENIASHRL—L 3 VEBELT, V5D FKY—RY
Ja—IaUIZ#EGEL, ER0OARMEIZOVNVTEZAZHEETEET,

Customer SuccessAZIa=—TA4ICT7IEALFELLD, THOU FEEHELETHWNMES, FHIEIVRATA
IZ7 A TELZLMES. communityfeedback@blackducksoftware. comlZEF A —ILEEIET B . BEE
T+1 781.891.5100 (N#R5) [ZHBELVEDHELFEELY,

Black Duck¥R— k&OYERY FBHEIZDLNTIE,
https://www. blackducksoftware. com/support/contact-supportZSB L TL &L,

BLACKDUCK A= | viii Black Duck Hub 4.6. 1


https://www.blackducksoftware.com/services/training
https://www.blackducksoftware.com/academy-catalog
https://www.blackducksoftware.com/academy
https://www.blackducksoftware.com/support/customer-success-community
https://www.blackducksoftware.com/support/contact-support

Chapter 1: #r#4%ge

IN—2 3 4 6. 0D FidsE

Jooxzy MEBEDERE

FLWMEEITHS TPy MEREDHUDIZEMEShE L, TRY ) MERER, 7OV ) FB&
vI7OC ) bN=DavEERLEY, TOSz ) FEEUN—Da vREERELIZYTHENTE
FY,

IN—3 4.5 0D HEEE
At RERE
SAEURBEDHFLWA T3 0T,

" SAEVADRAT—ER, FE APMHRLGEDHFLVT—EERIA—ILE (WRFLSAEVR
EFLYDR=RSA LV ADEA) .

8 SAEVARRT—RARAEEHDERADOFHF LR O—EE)L—)LEEEE,
RA=ZRY XY F

Compliance ModuleZ=IdProfessional Edition®WWIFNMEFBASNE-EEHIT. R=ZRY FIYF %
ETTEDLICHBYET, RZRY MIYF T, TATSA TR I7A4IUNL0TATSA T2 )T4L
JRJIZBEINET7ALTHERIATVWSA—T oY —Ra— RO #H®HE L. Black Duck+L v
R—=RZHBA—ToY—RaA—FE—HTH3—FERDIHFET, RZRY FIYFITEYRF v ot —
IN—AY FHEZ 510, BEORX X v U ZRFICETTIEDEE. FRETIVIZE>TITEMD I R
TLYY—ADNREIZHEBZZENHYET, RERY IV FEEMTBICZIE, BERXF—FLERT IHLE
NHYFET, AMTSHEIL. Black DuckDIBLHF(C B MRS Z S0, HEERITHEZEDICLE
ER

EIEHA S > AAP]

BN HE2a 0 R—R Y FDBEAA TV RE, INTY v APIELTRRATESLSICHYFEL,
IN— 3 4 4 2D EE

Hub/A— 324 4. 213 A D TFF A Y ) —AD =8, FHEEOER ShI-H#EEIIHY TEA.

BLACKDUCK R—2 |1 Black Duck Hub 4.6.1



JYy—=J)—hk Chapter 1: #itksE

N—2 3 VA 4 1 DFHERE
INZT— RDAABRTHIOEEE T 5&. 1—F—Fho o bAavy
TORShET

A—H—(F, 10EEHITLTHLELIVIRT—FEANTELGNOBE, THO Y FAM0NERY I 7
FERFET, I0EIBORTEBDEZ. 7HDOY MOV I SN2 EEFI—HF—ITEMT DA vE—DN
AT A UR=IIZRRENET,

VulnDBi&F # D R+

VulnDBM 5Black Ducktzda )54 7 K/NAH1) (BDSA) ~DEBMO—IRE LT, BFKIL. BERTR
DM o= VR—FR Y FMIBEEM TN TULAVulnDBERZEZMID LR— b T—2 X=X ([ZREFL. Th
*EEEMTERATEEY,

COEMEMETBHICIE. ROFIEIZHELET,
1. Hub 4. 4 1S RFLIZVRTFLEBELLTAYSMVLET,
2. [w=—n]1 > [REST APIBASEEH A F1Z=IRLET,

3. vuln-db-report-db-copy-rest-server AP1%3#{RL. /api/vulnerabilities/vulndb—copy API
FERLET,

4. [BT1E0) v LFET,
202 - accepted] V4 —>a— KAKRFENET,
ZhIZk Y, VulnDBIE#HRZE LIR— b T—2R—X(ZABHTE T a3 THRRBEINET,

5. COYa7DEBHRRERTT SICIE, [BEH] > [PaT]I#BIRLT[D 3 TIR=JIIBHL.
< 3 JVulndbResultsPreservationJobZ&EZE L E,

CHDTOEREETITHDICHANBERMIE, Hubf Y REVRATREDM->=-70C Y bELVaY
R—R FOEIZIE L TERY FET, T—E4NaE—NTWWA I L ZERTSHICZIE. LR—bhT—
AR—=Z[zATA4 2L, ROERDIV T EETLET,

« vulndb_record

« vulndb_record_classification

« vulndb_record_reference_url

6. T—2ZHEALI=5. Black Duckh R & T HR— MEBHITER L T, HIRF—ZFH L TBDSA
T4—RERMTTHLSITKBL TSN,

IN—2 a4 4 0DFHERE

Black Ducktz& a2 ') 54 7 K/8441) (BDSA)

Black Duckt¥ ') F 1 7 K/A\4H1) (BDSA) IL. Black DuckA—7>yY—R)H—F A/ R— 3>
25— (COSRI) ICFABT A EXa) T4 UI—FF—LICE>THBS I UHEESI N BBlack DuckE
BHDMEMHT—4 74— K T3, BDSAIL. National Vulnerability Database (NVD) #&@LTHELND

BLACKDUCK R— | 2 Black Duck Hub 4.6.1



JYy—=J)—hk Chapter 1: #itksE

SIGERE KLY 3. LELZEBECOVWTEOISEFHZERL, EXE., 228, REINSOHEMED A ~
Jwy, BITREBBEDHA F U RBE, HBEOFMRASEEIRE L TLVET, BDSAIE, Hub
Professional ¥ L ULV EEHEEHub Security ModuleDEH L LWBEHAFIBETEET,

S DL TIL. Customer SuccessTR—TvIZHBFLVEHEEELY,
EEXNEFESIAVR—R2 FORTEERE

Hubld, BEBE7IIL T Y XLLHZaAVHR—% Y bNN—2 3 U HHET AIBSICEIDEREIEMT D LS
[Tl YFE L1,

B OVAR—RURE Y aR—KREQAVER—R O MN—D 3 VD [BARIR—CTRIRATEAREEX
TR BELEEES LD VKR—R Y M= 3 U EHELET,

n [TUR=F2 fN=2 3 V]R=DOFH LWESX] 2 TIZE, BSE7ILITIXLAHDHLPD
AVKR—RY =23 VOFBA. R—LR—UDOURL, EIT7E. MU R, B UEFHERG EH#
HMrARTENETS,

s BEETILTYZLAHZHoMZaAR—R A= aizid, HILLVEBEX7AaY (%) M
[(BRRIR—JICRREINET,

Note: EEFOBRRICFH TEMEINIIUR—F Y MIBSERERTLET A, HROBRRT
[, BEXT—2%RTT5LOIBRAF Y UABEICLLEABYET.
APIF—% & C1=REST API~NDDT7 U £ X

Hubl. Hub APIIZ7 VR Y 510D =0 2] ZIDULAERTESHEZRELTLET, Chod
b= viF, #HEHEBA (enkins®®, ¥ v V5472 MLIADI DG E) TEASATWS1—HY—
B/INRAT— FOFEEFROFEAICRZSZENBESINTVEY, 7O/ EA MV V2EATHE. &
Fa) T4 DERENELEBAIC. 12— —DFRELEM (SSOFT=IILDAPFZELER T HAHRIREMN H Y F
9) AEEERIEEINEGZLEEHY FEA,

HFLWOWRAF Yy oH—EX
AT—SE) T4 Z#RLEIESZH. FLLOWRFYUH—EXDBMEINFELT-,

IN—2 3 4. 3. 1D FHT#4EE
I RA—H—54 1R

HbIZHISOTT7 VAT B EZICRBELVIY RA—F—F 1V AZKNRTEND LS ITHRYEL
f=o HbZFERY BI2F. FHICRET 2LEAHYET.

IN— 3 4.2 0D FThkEE

At RER

HUbTHRBLSA U RAEERT AHEENIRIND LS I2HYFE L, BERERADIVKR—RY FAIC
FARTES5M4M 2 ANBlack Duck Ly OR—ZIAMNSIRESNA TR EIBLEEES. COMEEER
TEEY,

SAEURABEEEXETEEHIZ. FLLWSA LU RBEEAR—JAHbIZEMENRFELE, SOR—J(C

BLACKDUCK R— |3 Black Duck Hub 4.6.1



JYy—=J)—hk Chapter 1: #itksE

X, ERELE=S AR &, Black Duck+ Ly OR—ZAMLDSA U ARKRTENET, COR—TM
5, FEDTFAELUVADSTA UV RTHFRALERTL, BEDSA U AMNMEREIN TS aVR—F2 k
/HITTADIY FERRTHBIENTEET,

HFLWSAEURITR—D v DIRE

4.2 0CEBMENFEHLLSA o RAEEEEEICHIET 5102, T4V RATR—D vy DEEIAHUDIZE
mEhELE, COREEFFEODI—F—IE. HRELSAEVADLE 12—, . RE. HIBREITS>C &
MTEFET, HILWLWSA U REBIR—DE, HILLWSA 2V RAIR—V vy DREFHFD1A—F—IZD
HRRINFET,

OpenShiftdHR— k

Hub/S—< 3 24, 2. 01%. PostgreSQL/A—3 9. 6. x &SV T— R R— X & {HFHT %0penShift
Enterprise 3.5%HHR—FrLET,

SEMIZDULNTIX, Black Duck¥R— FIZHERBILADLE (&L,

BRRZ LT DA

HubAt, FTES T FD2ODRIEH/N—S 3 S OBRRELBTE SHAEERET &S TBY ELE.

HBIC& 5T, MERTRELIVR—% FOFER @R, Bk, BESLEIVKR—F0 F (EA

. SAEUR, FRA—TIVHAEBEIALILK—RIL) ) &L £F2YTALOYRIIZHT S
EENEENTRENET,

iR SN-MEHEET—42

Hublx., €% a ) T« Ke58MICRE L THBEMBUEMME S X T L (CVSS) /A—2 3 3. 02337 # & UCommon
Weakness Enumeration (CWE) 1&E#R#FLAR—FFDHK3ITHYFELT=,

Hbt w3 B4 L7 MEDETEHEE

# L L7037 «HUB_WEBAPP_SESSION_TIMEOUT Athub-proxy. envZ 7 A JLICEMEh, £y ar i M L
T MEERETEDLSICHYFELT,

IN— 3 U4 1. 1D FTHERE

SAMLD IDPA B T—H2XMLT 7 A4 LD HHR— b

HubiZ. xml 274 )LZERAL Tldentity Provider A 2 T—4 {43 Dt HFR— 3B L5124 Y
il/f:o

IN—2 3 U4 1. 0D FHRE

Kubernetes®H1H— k

Hub/Ss—< 3 24. 1. 0TIZ. KuberneteshHR— rEnFET, sEMIZ DT, Black Duck¥R— kIZEH
FLvEhHhtE &Ly,

BLACKDUCK R— | 4 Black Duck Hub 4.6.1



JYy—=J)—hk Chapter 1: #itksE

IN—2 3 4. 0. 0D FHHE

BMESX Y aR—F

FLIMEES v ¥ ah— FAHbIZEMENE Lz, COF YL aR— b, RRTHHERLHZ IO
D1y h2EROREMEHEEL. MEOHLIEHEEN DD ENTEFT ., COFyPaR—FEFERT
BEECKRRICFARGERERTTEANT, TBRTIRENHHEEET(EOCFHET S &ATESE
ER

S ERDPostgreSALT — 4 R— X

HubTl&. #}&fPostgreSALF—4 A—X & L TAmazon Relational Database Service (RDS) Z{#EAHTZ=
BEIITHYELT =,

BEAA TR - R—4 kR

HubTH LW — S EEEZFRATED KSR Y ELz, BERAD., HBHEEDHD v R—FR> FRIT
[Z. HubTIE, FIATFRELGMODAR—RY M= 3 VICETEIATA IR, BEUBRRTERASINT
WRAVR—R U MN—D a3 VICEER2E5Z DX ) TARBEHEBETEZN—2avhlihidnESIHIC
BT 2ACM T VANBMEINET, COBBREFEALT, tX1 T BUEBETIHEEZRET S
EMNTEEY,

DJARYA M)V ITARITA—D )

Hub/A—2324.0.0TIX, V0RY A MUV ITRA+TH—2x1) (CSRF) HITITHT X2 T 1AM
ELFLE

UYL T DY R—FERBRT H1=HDSAIL

HubTl&. Multi-Factor Authentication (MFA) . 2 F ¥ A A (SS0) . BLUMbDHEEEER
3 51=8H®DSecurity Assertion Markup Language (SAML) EREEZ O Fa)LAYR— b ENBKLSITHY
LT,

VT T —N—DERERTE
RO T TH—N—REETS S ENTEET,

n KRR FAR—F
m [pvd/ipv6

T4 MDA =0T 40 TR=2
BHOS YL a— RETIEOCRTT 10, O VBISRFERE Y v L ak— FR—S(E, HER

7Y FFBRICRRBICRRLEAM VA Yy aR—K (Fadzy b, aVvR—RU bk, X2 T4,
FHIIBE) ITE-TERYET,

IN—23 23 1. 0DFHEE

# L UMub Docker 7 —%549 F +
HUbDF LWF —% 75 F v ARIAFREICHY E L. COHLWF—FTHFvIL. Hubd ockerit]
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[C&-THREIN, SFEITFHRaAVR—RU 20T FHIELT, BOA—45RX L= 3 0 Y—ILTEA
NDAVTTEIRTEEBTESLLSICLET, DY —ATHR—FINTWEA—4R L= a3
Y—ILIZXRDEEY TT,

m Docker Gompose

m Docker Run

m Docker Swarm

ZDIN—T 3 DHublE, FRRA VR F=ILFERIE. W7 —F T F ¥ TERINZFI/N—D a3 ohod
TYvTTL—FKELTA VAR M—ILTEET,

Hub Docker MiE{&I&. Docker Store Black Duck (https://hub. docker.com/u/blackducksoftware/)
YRS bYMASFHIO—RTEET,

dA—HSAbL—2arT7AILIE,
https://github. com/blackducksoftware/hub/raw/master/archives/hub-docker-3.7.0. tarlZdH Y E
ERS

THub > X k=LA F (Docker) | Tl 41 A b—JL, B1T. BLUVT7yv TS L—KOTOotERIZD
WCERBALEY,

51 RE 18 Bh A B

Hub UITIE, $TLWERBE]I 2 J&2EATEET, D4 JIZik. BEEBERIZLZERICELCLT, 7O
O b= a VEEORBBARTEINET, RE. ZOHEEFHUL-JIRATS 514> (18— 328.3.0
Ut) #FEALTYR—FSATHET,

IN—2 323 6. 0DFHERE

#1 L UMHub Docker 7—F% T F ¥ DAR—A kR

HUbDEF LW 7 —F T IO FyDR—LEAFIBEAEEICE Y E LR, 2OHLWLWTFT—FTIF v, Hubd
MDockerit] IT&>THEEBEN., SESFEHaVR—RU FEa2TFTFHE LT, Compose’x EDDA—4
AL—2a3 Y=L TELADAVTTEIRTEETESLS5ICLET,

ZDON—2 3 VDHUbIE, FRA VR FP=ILFERIE, WP —F T F ¥ TR INDF/NNA—Davh o
TYvTIL—FRELTA VR M=ILTEEY,

Hub Docker ME{&I%. Docker Store Black Duck (https://hub. docker. com/u/blackducksoftware/)
YRS KYMSAHYO—-KTEFET,

=AML= 320T7A4ILIE,
https://github. com/blackducksoftware/hub/raw/master/archives/hub—docker-3.6.0. tarlZdH Y F
ERR

CD7—hA4TEWMRTBHICIE, ROATV REETLET,

$ wget https://github.com/blackducksoftware/hub/raw/master/archives/hub-
docker-3.6.0.tar

BRENRE L-HEE. AR FIYR—FIBLEHLETIEEL,
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LIR—bT—2R—X

PostgreSOLLiR— kFT—42 R—X bds_hub_reportFIERIEEIZHEY E L=, COTF—RRX—XI[L, Hub
DA VA M=IVFELIET YT L— FEBICBBMICER SN, LR— MEBBM TROHUDLDT—2~DT Y
RAEFRELET,

s JOPIH bk

n JOPH =3y
m OVR—RU MNN—=D3Y
B OVR—RUFSAEVR

ERERTOPDF D7 A ILADHE A

UIISRRENFBRREPIF FF 1 A FELTHATEES . POFT7AILICIE, UIIZRFRENDIDE
B &S BEBERVPRRENET, EFaUTa. SM1EVR BLTERY RV TS I7HR—0LERIC
KERSIN, AVR—RU R EHTTOD ) FOBRIARIC—ERTINET,

BHRRZANRT BRI ILERIINTEE BRERELEWT—2DHEPDF I 7AILIZEDZ I ENTEE
ER

7RSIy FEBRKRICIEMY HHEE

MO7 TV r—a v TERSNTWSTOD LY MMHBIEEIC. ThoD 7O ) FEERKRITEM
L. BERICT TV Tr—2a vAOERZERICRBEE D ENTESLSICHYEL, 7TV 7—
DAVOBRERICTAOD LY FEEBMTHILET, COF7TUr—ave, feBHE. 512X, ERY
RV EBLCIRTOEE) R OBEZRTRTEET,

Dockerift Snt=-X* ¥ 0347k

Docker #EfTLTWLVT., Ax v > LT=L\Docker4 A —HHBBEEIZ. FILWLWRS Y Tk,
scan.docker.shZ@FERATESLIIZHYELT .

DR Y T RE, HBbRF v FIZNAV RILENTWET, TORY Y T FEIRET SIZIE, Hub UID

[V=IWIR=DD[HbBRF¥F]1 2oL avTARL—TFT 4 VIV RTLEERL, A VA —5FFDY
A—KLT., 774 %ERELZFET, scan.docker.shRAZ ) T rlE, binTa LY R)IZHY ET,

Note: WindowsFHD RS ) T kEHY FHA.

CDRYVTHE, A *A=Dh b tar7—hHA TEEHL, HbRF v FZFERALTA A—DEXF vV
L. RF v ZHbIZ7yTO—FLT, .tar7—h4 TZHEIBRLET,

RY )T EETTBHICIE
./scan.docker.sh --image <A A—U%F /=TI >HUDbAFYFDATUE S INGA—4

AA—UN—U a3 VFEBARETT, ATV RSA VRS A—2DFHMIZ DO TIX, HUbRF v FAILTE
SHELTLESLY,

LUTFITHIZERLEYS,

./scan.docker.sh --image jetty:9.3.11-jre8-alpine —--username sysadmin --host
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hostname --port 443 --scheme https

Docker [XPATHEIZFEHE L TWAAENHY FT,

Note: TR T +HEEITTBH1—H—IL, Docker FIL—TDAIN—THBEN RRALTSHT«
R) W= brA—HF—THBED. sudo 7V L RAEZH >TWILELRHY FET,

IN—2 3 3. bDFTHEEE

BRERADI AV OB

BREOBEDAVR—R U M= 3 0[Ca XV MEEMTESELSICHYFELE, A, aXAV
ZHEALT, AVER—R b= a3 UNERINFERORY O—ERNPLEEESIN-EBRZRI LN
TEFET,

BREOLE2L—T37
BHEERETEDEDI—F—t, HEEDIUK—FY FA—D 3 VIILE2a—FRENF TFTEH

[TBRZENTEDESIZHYEL, COMEFFERALT, AV R—R U b= a UABRERICELLE
FNBEERTENTEFET,

O— FDIERTD BRI

HubRF v F1E, RRAFERF Y UNRZEZFERT A RDYIC, O— FOEAHRIZ—EDLR (TA4JTR) %
BETEDLSICHEYEL, ChIZkY ., BHOARR N/ NADEAEHEZET DOREI— FOIBFRTIC
FLEHBIENTEET,

BRHY —XDRT

HubiZ. Maven/GradleZz EDEIL FEER TS5 5 4 U X0RubyGems B ED Ny r— I R—S vy S DRER
RELE2L—TF BHEEZRBTHESITHYFELE, COBERIE. [V—R]IFZ2T (UFIOEMIEX[Z774
W1E D) IZRREhFET,

Oracle Enterprise Linux 7MHHKR— k

HubiZ. Oracle Enterprise Linux/\—2 3 V1A RL—FT 4 VOV RTFLEYR— T B ESI1ZHYEL
=

IN— 3 3.4 20D FTHERE

HbEFA—ILT VRT3 Y

Hubm o MBHICEDNTEF A —ILERIET DHEEZIRIT DHDEF A —ILI VR T a U,
GitHub®D o = IH 4 + (https://github. com/blackducksoftware/hub-email-extension) M5 AFET
FHELIITHEYFELE,

#H L ULHbO#HE

ArtifactoryDHub#E&E TS5 4 > (/A—2321.0.1-RC) A, GitHubdDH = THA +
(https://github. com/blackducksoftware/integration-all/) MBHAFTEELSIZHYELF,
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DTS4 0I2&Y, aVviR—RY FRF v U EEITL, ArtifactoryP 3 7%#& L TBlack Duck HubT
TPy bEERTEET,

IN— 3 U3, AD Tk EE
COYY—RTlE. ROMBEABASATNET,
#FLLOSSEHEE D 2 —IL

HLOWED 2 —/ILTHASSEEED 2 —/LAHUbIZEMENEL -, COED2—ILIZKY, EfENDE
BLTWAA—TUY—RBHMI7AIL/LIR—bH#TADH K/ 1)) —RURILTERT ZDICHEL
T—AERESLIVHBFTTEET, TOR, BMI7AINLETAAMIEa—aVICTEHEIMIXEITHA
AAT, BRHEBZR-IIENTEET,

0SSEMES2a—LAHABEIF. BT 7AWV LR—MIROEEZITICENTEFT,

m OAVHR—R RNRN—=C 3V ERNT S
n BHYERT—FADREENT S
n SAEVRATXFRNERET S

N Tr—OF 2=y DYR—F
HibA X ¥ F (&, RONYH5—OT 22—V v Y HR— b3 2EL5I12EYFELT,

m RubyGems
® Npm

LinukxT4 A FYELZ—S3 20D YFooOREL

Black DucklZ, CentOSD/ Ny r—LaViR—RY bEEMTSHET, LinkFARA M) Ea—Sa s
NEBFEHELEDTYFUoIHEEFRIELE LT,

IN— 3 3. 3. 200 EE
SO U—RTIE. ROBERBASATOET,

JEHUDH —N—D L RE SNV 2 TR—IUMNBREST APLIZ7 UV ERT 5
Hee

FEHub Y —N—W SR SNz T TR—UMNSREST APHICT VR TEDLSICTHFHLLWTONRTA4H
HublZiBfnEhFE LT=,

IN—2 3 3. 3. 1DEFERE

DN —RTIF, ROBENEASNTNET,

IPRToarvDYR—F

Hub ATV R T2 avEYR— b5 & 3I2HYELT,

Hub®# L LWEEBUI ZERLTEML, FAT 3L T, HbTHEATANET IR T avny
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O—/ \LBEPI—F—REEHBRTEET,
O— R4 A XHIR D@D

Hublx, a— FH A XDFIRE (SAEVARTES) IGEDVRHRTRHMYT AL IITHYEL, a—
Fo 4 XHIBRDBORLLIZZ D & UHITEBHMARTENET,

AP1 0D I sk 1 HE

MESgtEAPI £y FAFIRTE A ESICHYEL-e CNhODAPIZFERAT R E, avR—2 b, aVR—
XM=y, AVR—RU PNV a3V EXURGTICNT AHESEEEELIY. BEOMSEEL
O—FRZ#FELEYTBEENTEET,

IN— 3 3. 3. 0D FeE
SOUI—RTIE. ROBERBASATOET,
BEI T 7AILLKR—k

BHIT77AILR— K&, 0SSaAVR—FRU b, N—U 3, BEUBEEMTLONATWSSAEVRATER
FO—EBZEEHLET, COLR—FEFE-T, 7Oz FJYU—RBAOBRKLFR— FEERKLEZY. 18
BRESAEVABRELXBELI-YTHIENTEET,

COLR—bME. TFRA I 7AINUNFERIFHIMMLEX CERATEET,

24— FN\YOH—EX
FBEDOTyFERLESEHEMT, Black Duck+ Ly oA_R—X (KB) #EEDMH ELEHREFXTS=0. B
ROFE (QArviR—R bE, N—Pa >y, BBx. BRI, SAEURAANDEERELE) ZHERIZI
EITDANXLEZRMIT D, J4— KNy H—EXNBEASIhELT,

Note: BEHRZFHTT HERIIKBISEEFEESNELEA,

T4— KNV HIH—ERFTIHIECTEHTYT, COHY—ERZEYIZTEET,
MavenEs & WGradleZ7 O 4o DY HR— F

Hubld. Maveng & UGradle Hub 7545 4 V&M L TR S -k EFREFEBNEZE Y R— F 5K 5 I12HY FE
L=,

AP1 D HIL sk 1 AE

JyoyEnt=7—4, ®E, 12— —J)IL—T, LUV —DERINPINFRATESLLSITHYEL
T=o

FRL—TF 4 VO RTFALIZHT BYHR—F
ROAR L—T 4 VTR TLIZHT BYR—bEEMLE L,

m GCentOS 6. 8. x
m Ubuntu 16. 04. x
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HubD# &

ROHUbD#HEEHGitHub WebH A + (https://github. com/blackducksoftware/integration-all/) H
SR FARREIZAZ Y E L=,

m Hub Atlassian Config/\—<3 1.0, 1LU[%
m Hub Gradle 75454 2/n—2 3220, 6LU%
s Hub Maven 7544 2is—2321.0. 3LUE

IN—3 03, 2. 0D $HkEE
SO U—R T, ROBEANEAShTOES,
HJavikh—32 OB

HubM R UHEEMNHISR SN, ERAPOA—ToY—RaVviR—R Y FRIZEFATWA Y Ta vR—%

U rEBRET AHEENBIMENEL, 2EXIE, Struts (BREGDFEaIVKR—R2 ) M

commons. col lections (2L AN)LDavR—x k) ZFEHAL. commons. col lections(ZI&commons. io
(BEILR)LDaAVR—RU ) DEFENDIEGEEFEZFET,

BERICE, ChoDYTavR—RU bEEL, IRXTOAVKR—RU FDEERTFY MR MAEE

nET, BRRIZCRRTINDVRVIZIE, IRXTOYTaVR—R2 FOBBEENSENET,

MSEHEICLYEEERTEI7MILERTT HHEE

ML YEEEZZHS, TAOCSI I FDIT7AIERTTEDESICHYEL, [MEBEOFEH]
R=IT, [BEIFAINDRRIF T avEERLET, ChIZE-T, [Z7AN]I2 THRHAE, D
MEBHEICKVEEBEZTE I 7AILERTT D IAILEADBNTONET,

HubD# &

ROHUbD#HEEHGi tHub WebH A b+ (https://github. com/blackducksoftware/integration-all/) H
SFIFEAREICR Y E L=,

m Bamboo 7S5 454 \—2 322 0. 0LLf&
m TFSTS5 42— 320 1. 0LUE
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4. 6. 1 TEE S NI=HaE

Hub/A— 324, 6. 1IEAVTFUARAY ) —ZADT=8., FHEEOER S NI-1#EEIEHY FTEA.
4.6.0CTERE INT-#ge

DockerxfiH/N\—< 3 >
HubiZ. Docker/s—< 3 217, 03. xIZIE%IG LA Y £9, Dockerstis/A—avidxn Y T,

m 17.06.x
m 17.09.x
m 17.12.x
m 18.03.x

55 I1CBY kiR RE
B S HEEICROBEEIERATHONE LTz,

n [BBEB]14JIC. FILTYRXLID, FILTYRLE, F—DODRIFZA4 T, F—DRIDEB/RHIERTSN
5L YET,

m HILWI 7 )berypto.csvMTAD Y bNN—=D 3V LiR—KZEBMEhET, COT7AILIC
X, 72z b= a3 rn&arR—3 2 FOBSERNEHINET (ZILTYXLID, 7L
JVRXLA, F—ORSFAA4T. F—ORIHE) .

St AEEOYLEREE
FAECVRRT—EBRTANEAN T4 RAEEB]IR—JIZBNENELze AT—2ADEFXRDES

uTy.

s RKLEa1—

n KEREH

n ES

n AT ETREEH
API D 4 5F #4 8E

REST APIIZ, ROH/EAMZ oNFE LT,
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n 25 EERAIZEH LLREST APIDtag-rest-serverNBiEnE LT,
HAR:E
Ul. #2354 ANILT . BEUBYY—R /) —FrDN—2 a3 4 A 1THRABXREIZO—HFTA XENnF L1,
4.5 1CEFE S ni-Hehe

Hub/N—=2 3 VA 6 1EA D TF RN —ADT=, FHEEOERESNI-H#EEHY FEA,

4.5 0TEE = NI-H#aE

A —H—DKREIDHR

Hub 4.6. 1TIE. 2—H—DHLIMREIMNEMESIFET, 21— —DREDT L) v I AHF LA —H—
DEREITHES N, 1—¥—, TOVTY bELTERORECEEE & Y HMICEORKITITAS SIS
BmYET,

#FLWEREY—ER

Hub 4.6. 1O LWESIH—E X TlE. #HLU\Dockera > FFHABMENnES, ChizkY., EBinY)
V—ANREIHh, BAEFELET,

4.4 2TEBEINI-HEE

Hub/N\—2 3 24 A 2[EA VT F R J—RDT=8. FEEECER SIN-HEEEIHY FH A,
4 4 1 TERINT-HEE

HibRX v > 54 7 > FONTLNYR—

HubR ¥ >0 5472 bANTLMEBEEZ Y R— b3 D &SI YFE LT,
OJ27A4NIZEENSII—TF—0OT414 UER

01z, BHLERTA Y, £BLEDSTA Y, BEUTAYY FOY 7Y FZET HEHEA1—Y—%
CEITHMENDESITHBYE L,

National Vulnerability Database™y T TR—AD Y 249 AHESEMH DA
DR—VIZEMENFE LT

RHEEDFHMDR—TIZ, CVENBEER TN TSRS DOV TNDIZ & > THEFF S TWSCVEY = T
R=U~D) VIR EhE L,

4.4 0OTEE SN T=HaE
T4 REBEDHREEE

HublZlE, SAEVRAIR—V X THLYPR—RSAEVADITA LV RAT7I)ETHFRMETO—N
VIZEET HHENRESAEL, SAEVATR—DrvE, ChoDEESNFLYIR—RF5/+E
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VARETDEIZETTT S ELEEHTEET,

N—FKIIT7EHDEE

NITAF—TURZELEESED=8. HbDA VR F—)LIZILELZR/INCPUALI DM S5DIZHEOIhEL
1=,

NTRFZ ¥ FTIKEBRRZROBKRELAFT T a Iz YFELS:

HubR & ¥+ TIREBEFZRDBENA T a vt YFELz, ARV ESAUN—2 3 VDHUBARAF ¥ F T
(X, EESNFHKEBERORX v o 2AMT B2, #HLL-—dependencyScanAt 7> a v &FALE
ER

Black Duckl%. ——dependencyScan#4 7> 3 Vo #ERT 5K+ YIZHub DetectZ{FH L TEE Shi=1k%E
BRERHT AL BE8HOLET,

SAMLO> ¢ ses2 1t

TI—TOREIEEERTE DL SICHYELIZ, ThIT&Y., AT A VEFICIDPH 5D )L—ThHubl
EREh, A ——@FZTh5DTIL—TICEYETONET,

JAaYz Y b= a3V LR— b TATLENERSNFELS:

Hub 4. 4. 0Kk Y BRIDTOL Y F/A\—2 3 2 L7R— FDcomponents. csv 7 7 A JLIZIE, THETID) &
WS3% A MLDOASLI2DHY FEL=, 4.4.0&Y, 28B®D TEBxTID) hI LK TERETAID] £S5
BRNZERTEINFE LT,

AP0 4k sk 1 e
REST APII=. ROBEAME DhE L1z,

m APIX—%BLCTAPIZERT 5D LLREST APl Tdhdapi-token-rest-serverZBMLEL
T=o
n BEEXIERFIET 5L SIZcomponent-version-rest-server APIZeZELE L1=,

B Ay UIERERMSB L TEZALH LLREST API TH Bscan-service-proxy-rest-server ZiBML
* L1, COREST APIIL. scan-rest-server REST APLIZfX+ 331D TY,

m A— b, 7)) — FREEsearch-rest-server APIMSHEIBRLZELT=,

LiR— b T—2 R—XDHRERIL

LiR— b T—2R—XTIL, related vuln db&WSIFHLWAT LN VR—FR 2 FOMBHEEDRICE
MSNFELIze SOAFLIZKY, BDSAD. BEEDHLHCVEMRBHEICT I LA TEFT,

Docker Run

Docker RunY7R— hIFIEHEEIZAHR Y FE L=,

HAREE

Ul. oS54 oAILT. BEUYY—R/—FrDNN—2 324 3. 1HRBAREzO—HSA XEnFE LT,
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HubD# &

FEATREAZHUb DA DLNTIE, GitHubo = TH A +
(https://github. com/blackducksoftware/integration-all/) 1279 AL TL &L,

[Y 3 TIR=D DR

[PaTIR=VIZ, VoV &R [BAERINEFENELIITHYELI. ChizLY., D3 THFEIERE
BHEINEHMTEET,

4.3.0CTEE Int-#ge
AO— KDERERAXF Y VIZER

WEex K U IEREICRIET 572012, Hub UIDAZa—¢ETFX A [a— FOBRIN S [RFr V]IZER
SnFELt,

Note: A4 r/A\—2 3> LiR— RIZDULVT., codelocations. csvZ 74 JLASscans.csv I 74 JL
ICEEEINFELz, COTF7AILTIE, RADFIMN Ta— FDOBJBARID] s TRFY2ID) ITE
B, 2 TDARFH lcodelocations] M5 lscans) ICEBESNELT,

R O—EEOHAERE
K L —EBICROBEEIENTHONE L1z,

n RYS—)L—LEDE—7 DHEEARBENE LT,

n KU S—IL—LEERIC L EET RN ER I hE LT,

n KYUS—BR7AaY (D) OEIZh—YLEELCE, ERLEARMOKRY S—)L—LA—EBRTS
NBESIHYELE,

B OVR—R O ) —RBIZEDWTHRY O—IL—ILZERT BHEENEBMENE LT,

n [R)—BEIR=DIZT 2D EBMEIN, EMELFENERY O—IL—ILOHFDRTEERT
EFET, AMEIL—IIE, TIAHILFTRRINET,

s KU —EREMICEESENENE LT,
JIN—TEBDEERIL

TL—TIZBYEToN=-TAD ) FETIEOLKRTT B=HIT, [TL—TE]R—TIZ, DT )L—
THhEIYETONTWSTAD ) FA—ERRENB[(IN—-FTTAC Y MtV avhEdEnd &
SITHYFELR, PATLEBEOREZH >TWS1—H—1F, ZOR—DEFHEALT, FL—T0TJ0O
Dy bEBMELHEIBRT S ENTEFTS,

A—HF—DEEDHAERIL

s A—F—EY B TONEREETERCRTT 31012, F1—F—OREN[1—F—OEE]
R—UIi—BRREND &L SIRYELL,

s A—F—(CEYBTENETODT ) FEMBICRRTE DL SIS, [1—H—F]R—TIZ, 21—

Y—(CBYETONTAD Y FERTTH[TADS IV FPORR]I I avhEEND LS
fd: LJ 35 L/T:o
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(Ao b=V a3 VIR—JIZEMEN=9—XT74I)LA

BROHZTAC Y bONR—LaVvERRLOT T EEHIC, [FAT I bR—=Pa V] R—TIC
T4 ILADEMEN, R=DIZRREINZN—Va30F ) —RITz—RFZT 4NN RIZHTEENTE
BE3ICHYFELT=,

[RF ¥ U IX—DDHEERE
[ v o4 q K] &[Ty Tk : 1B THAEZ HMEED (R F v V] R—TITBMEhE LTz,
FRl—DF1—RAFvZRXFy7T

BEbickY. ALa—FKFIZRTBEELDRAFvUZHDIZT v 21352 ENTEET, CHDRXFv
VEFa—ITANGNET, ChAERETEHE, FABLTOWVEVWRF Yy UARFT Yy Tah, BRFDRFy
ZHGRIZETTEDLEIICHYET,

API D HL5R 1 RE
REST APII, ROBEAME DhE L1,

s BHIDRELZEHTSLSICnotification-rest-server APINHBENE L=,

n AR O—IL—ILERET B1=6HDFHLULREST API policy-rule—filter-rest-serverA%iEfN
SnEL=,

n RAEDI—HF—ZmMIET D& SIZuser-rest-server APINHBEhE LT,

s TIL—TRDYTIN—TEA—F—%EET B1-IZuser-group-rest-server APINHBENFEL
f=o TIL—TDER. BH. RO, FIL—TO1—HF—DEME-IFHIBREETTEET,

AR R=ILAALF
TZATNEENOT KT BT, UFOA VR k=L A1 FHAEEAE L],

n  Docker SwarmZ MR L =HubdD+1 > X F—)L
m Docker ComposeZ{EMALI=HubD 1 > X ~—JL
m KubernetesZER L=HubD+1 X F—/L

HAREE
Ul. oS4 AL T . BEUBYY—R /) —FrDIN—2 3 24,2 0ONBREICO—HSA XEnFE LT,
HubD#E &

FEATREAZHUb DA DULNTIE, GitHubo = TH A +
(https://github. com/blackducksoftware/integration-all/) 1279 AL TL &L,

Y—ILR—DBEH
Y—ILR—SDLAL T EEBELFELT,

m TTOHUDRF ¥ FEHELUCLIZEFHoO— K3 BIz(E, [CLI]E4S w4 L., Linux, Mac 0S X. E£7=
[EWindows/S—2 3 U DHUbR F ¥ FE X O—FLETD,
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n HbRAF¥F2. 024900 — KT BIZIE, [TRYMYT]ZES ) v L., Mac 0S XFE1=IEWindows
N—2 3 DHUbbRF v FEFHoO0—RLET,

A—HEYTFT4DMEE

HubTIF, EFEEFELA—HEY T DAL TON, 7TV r—Lave2kTOBEMEEZRMEL, FELVO
TSEHRELTLET,

4.2 0TEE SN T=H#aE

PostgreSQLD/N\—< 3 >

Hub/N\— 3 04.2. 0DIBE . IREHR— EhTUL BPostgreSALD/A—2 3 (9. 6. XTI, Zhldk. Hub
MDPostgreSALA > TFHIZHED/N—2 3 0 TY, HBEDPostgreSALA VX2 ADETEER L5,
PostgreSOL/A—329.6. xEFEAL T, Hub/N\—2 324 2 0L DEBRMEHERT ZHELHY FT,

LBIDN—2 3 VDHUbA S 7y T L— K3 5568, N—23 2420127y T L— K3 50IC. BT

R T EETTIRENHY FT ., F#MICDOLTIE, [Black Duck Hub4 > X k—)LH4 Kl 58
LTLESL,

LDAP#z Fk.

SIBAEXMAEFHTEERIT ILENTCAYFE L, TWEEK, Hub UIZER LT, LDAPH—/3—&HubDR
DIIFAERMEETETHENTEET,

LR—KMZEEND ST TOD Y FER

H$I7700 1) MR B#ERZF>TWS1—F—RHOH I TOD ) MERILER—FMIEEFRD LS
':fd: [')35[/1‘:0

R S—IL—ILDHEEETRE

AVKR—AR PO ULE2A—RTF—RRIZEDWTCHRY O—IIL—ILEERTESR ESITHYE L,
HAR:E

Ul. oS4 oAILT BEUVYY—R/—FrDNN—2 324 1. 0BNBAREcO—HSA XEnFE LT,
AP1 D Y5k ¥4 BE

REST APIIZ, RODBEMNMZ HNFELT=,

m license-rest-server APIAHREN, SAEVADEHFLEIR., SAEVATERX MNOEHETS
HREZ IR LET,

m aggregate-bom-rest-server APIAHBR Eh, BERRaVR—R2 FAEMNESHE LT,

m vulnerability-rest-server APIAZRER &h. Common Weakness Enumeration (CWE) {&3RZHE
LET,

m REST APl (meta-rest-server) HEMEh. HUbDIRED/N—2 3 U HFRHBELFET,
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HubD# &

ROHUbD#HEHGitHub WebH 4 + (https://github. com/blackducksoftware/integration-all/) H
SFIAFREICAY L=,

m Hub Artifactory735 451>

= Hub Bamboo 7541 >

m Hub GradleZ73 454>

= Hub Eclipse 75454 >

= Hub Jenkins 75454 >

m Hub JIRATS 54>

m Hub Maven735 4541 >

m Hub NuGet 75451 >

m Hub PIPTS 51>

m Hub SBTFS 51>

m Hub Team CityFS5 41 >

m Hub Team City Foundation Server 7544 >

m Hub Visual Studio 7541 >

m HbEFA—ILIHVRTI Y

m Hub Docker Inspector

m Hub Detect

Note: &HFTUJ—RN—2 3 VB BZETHUDDOHEEROFFMIZDULNTIL, Black Duck#fid K2 A
> koWebt A1 k
(https://blackducksoftware. atlassian. net/wiki/spaces/INTDOCS/overview) #ZSHL
TLIE&ELY,

Aa—4HYEY)T4DRL

HubTIE, EEEFLA—HEY T DAL TON, 7TV r—Lav2kTcoBEMHZRAEL, FELVO
TEEHRELTLET,

4. 1. 2TEBE S NI-HaE

HubM™ SO g 7™ k

HublX. SP-Initiated IdPEAS 7 k (SLO) ZHHR—FLFEEBA, SSOA—F—HHubhoOF 7o L
f=EZIZ, HOASEREICAY 7O ML EZBMTEO5 79 MR=URRREINDKSIZHYFEL
fzo SORYTT7IER=DIZIE, HUBIZERYT A 2T 5200 VO NEENR, 1—F—HHubIZIEEICE
A4 0T 5-HICERBERERBEIT ILELHY FHA,
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4. 1. 0TEE SN =H#ae

#1LUOHubX ¥+ 2.0 - R—4A 5k
Hub UID[Y—IL]IR—Th 5, R—FOHUDbDBRFvF+ 2. 02 AFTEEESIHYFELE,

API D ¥ 3R ¥4 BE
REST APIIZ, RODHBEMNMZ 5NFE LT,
m T EIEBRRAPIICLE A —RT—2 A EMEnEL .
m NNTYyoHBaviR—Ry MERRAPIZARY S—XF—2 ANEBMEhELT .
m user—group-rest-server APINHE Sh. REIZEM. HE. BLUVHIBRTESLSITHYFEL
T=o
m REST API (project-assignment-rest-server) ABMEh, 7O H bHhS1—H—4ba1—H—
GI—TZEYETEYBIBRLEYTESLSICHRYEL,
m component-version-rest-server $ &k Uaggregate-bom-rest-server DZAPIAHZBR Sh, O R—
2 MIEEOSA U RATXAMERBTEDLLSICHYELT,
KXo A barTr
Hub®D FFa AV bR VTFHFTEEBINDLSITHEYELz, 2DEH. FFa A2 ERRIZEHTS
_EMTEFET,
LDAPO) O 5
Hub®d O o 7 71 L=, LDAPOER/ B REIND LS Y F L1,
PostgreSQLD /N— 3 &

Hub/A— 3 24 1. 0DIEE. WEYHR— S T SPostgreSOLD/A— 3 UI139. 4. 11TY, Thidk,
Hub®PostgreSQLa > FFIZHED/N—2 3 > T, B DPostgreSOLA VA2 U ADETEER L5
4. PostgreSQL/A— 3294 1MMEFALT, Hb/N—2 3 4. 1. 0 OERMEEHET Z2HELAHY E
ERR

4. 1. 0LED/IN—2 3 > DHUb ZERT 3158, 7y 79 L— K3 3hi112. BE#FHEDPostgreSAL/A— 3>
DEHNHEIMNESH%E [Black Duck Hub!) y—X / — ] THERLTLEELY,

HubD# &

ROHUbDIHEEDFH LLVA—2 3 UHGitHub WebH o4 +
(https://github. com/blackducksoftware/integration-all/) MSFIAREEIZHEY E L=,

m Hub Artifactory7S 451>
= Hub Bamboo 7541 >

m Hub Gradle 7541 >

= Hub Jenkins 7544 >

m Hub JIRATS 51>

» Hub Maven7S5 441 2>
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m Hub NuGet 75451 >

m Hub PIPTS 51>

m Hub Team City 7541 >

m Hub Team City Foundation Server 75454 >
= Hub Eclipse 75454 >~

s Hub Visual Studio 754514 >

m HUDEFA—ILIHVRTUIa Y

m Hub Docker Inspector

m Hub SBTFS 451>

Note: &# ) —RN—2 3 VB BZETCHILOHERBDEFEMIZDULNTIL, Black Duck#fid K+ A
> kdWebH A +
(https://blackducksoftware. atlassian. net/wiki/spaces/INTDOCS/overview) Z#SHL
TLIE&EL,

4.0.0TEE=NI=HaE

BRI 7AILLR— FOBRBRR

BHIT7AILLR— FOEREZEBRRIZT S-HIZ, HbTIX, BEEFLZISSaAVR—RY FTEEEINES
AEDADEEDSA BV ATFRAMMILR—FBRRFTENDLSITHY F L=, T, HibTIX, MIT,
SEITELBD., BLEUVFLYPR—AD by FTaviRh—3 2 hTHBISCS A U RIZDNTDH, EE
DA EVATHFR MBEROFERECEODVTRREINET,

HFHLWOHWbbE S A—JL

FLWED2—/ILTHD0SSEA LAR— bAFIAAEEICGEY . BEFDISSEMHED 2a—ILAEEINEL
fzo BRI 7 7AIWLHR—FIE, SAEVRAVTSATUORBED—HTHD. ZOFH L ULOSSEH LR—
FEDa—ILIZEFENTVET, 0SSEHMLAR— FES1—ILNGEMES., BT 7ML LKR— MNEIFEBRT
EHBRYET,

LR— b T—E2R—XADBRERR

LR— b T—2R=ZM5, RY—DEBRT—2 X, FRE. BLUPIVR—FRU DTV FRATIC
TOEATEDESIZBYFEL,

HlbX ¥ v F+av> o FSAVDHEA

m XNEFTBREFYa2TF (json) T7AILALELMEETH. dryRunReadFile/s5 A —42 Z{FAL
T. BAEE (jsonld) Z7A4ILE@EAICT Yy TA—KTEEK3ICHYELT,

m password/\T A —A [THR— xRN E Y F L=, password/N\S A —A2(Z5I¥FREL-BE. R
Ty UIFETLEEFA, £HYIZ, BD_HUB_PASSWORDIRIZZE# LHUb Y —/\— /A — K/ ET B
EAHYET,

AXyYoarTTFORERR
Docker4 #—< (scan.docker.sh) DAFX Y VIZFERATEIRAI Y TrABBREN, NvH5—STR—
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Dy LN TORENTREICHEY E Lz, £, BBEFEEELX V) TRCEBNSATWNSEH, ZOR
)T rORI/N—T 3 U EEEICRIETEET,

Note: CORY )T bCHEATBEICHE>T-BBEFMBEEZFAT BHICIE. RT74A4 )X FFERIFMOF
ExTgithub. com K A4 > (blackducksoftware. github. com) I TEA T L2 FERT Db
ErHYET,

BRI R—x2 k

BHIVAR—RY FOIRERBRTHEHANSNS L SITHY FE L,
BERFEEDHYR— b+

HubT., 7AX S OERBIANYR—bENELSITHEYELT,
AExyUDHB A

MRy F oI 7ILT) XLEFH LILBlack Duck KBTF—2 T LAY FAEMEN, IV F U T OREHLM
EL. REBHEADLELAGYFE L, COBEER, 2024 TORF v VITERENFET A, Debian/ty
F—UTHIZAEMTY,

HAREE
Ul, Ao SA AT, BEUYY—R /) —FDIN—2 323 1.08BXREIZO—HTA XENE LT,
HubD#i &

ROHUbDFHEE D L LVA— 3 UhNGitHub WebH o
(https://github. com/blackducksoftware/integration-all/) M™SFIFEREEIZEY £ LT=,

m ArtifactoryFS5 454 23— 3 23.0. 0LIRE
m Bamboo TS5 4 2= 3231, 0L

s Gradle 7544 2/"\—2 35 0. 1L

m Jenkins IS5 4 =232 21L&

m JIRATS 54— 303. 3. 1L

s MavenT S5 4 2R—2 3220 1L%

s NuGet 75454 vn—2 301 1. 0LIRE

m PipTS540n"—23 1. 1. 0L

m Team CityFS5 454 vN—23 03, 1. 0L

A—HEYTFT4DMEE

HubTIE, EEEFHI—HFEY T4 DAL TON, 7TUTr—Lav2AhTOEAMERMLEL, FELP
TSEHRELTLET,
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3. 1. 0TEE SN 1=HaE

LR—rT—ER—XDHER

LR— b T—ER—XTE, IV R—R FORBET 2T I ERTEDLIITHRYELE, LKR—F
T—AR=RIZF, AVR—R IN=D 3 UNBREINEINEINETET—FIEFELFET,

R o —IL—ILDHERETRIE
AVR—R Y RN—=23 0 ORY) O—J)L—ILIZDWT, [FLLABW E[EFLHVEEFMEMENEL
2o HEDN—T30OaAVR—RY FAFEREIATOEIBEIZR) S —ERE M) H—F 2K —

IW—IVEERT B E, ChoDEREFITEY, RTA MR MRYS—IL—LELYBEITERTED &
Y FE LT,

®E Ma—FRX& v

®E Ma—FR¥ v+ NEEShEL, COREDAZF>TVDHI—H—IF, 2— FOBEHRDRAF v
VICEHEMTONTVWSEHRRESRTER(RYEL

AP1 D HL5R 1 AE
REST APIIZ, ROBEAME DhE L1z,

n OAVR—RY b= a3 U DOREEEM. BH. BLVHIBRT 576 DREST API (bom-component-
issue-rest-server) ZEMLELI,

HubD #i &

ROHUbDIHEEDFT L LV A—2 3 HGitHub WebH o k
(https://github. com/blackducksoftware/integration-all/) MSF|BRIEEIZEH Y E L=,

m Eclipse 7554 2/3—2321.0. 0LI&

m Gradle 75454 2/N—2 3250 0LIRE

n JIRARTSH A4 2"—2323.3. 0LIE

s NuGet 7544 o/n—23 1.0 0LIEE

m PipTFS54201"—2321.0.0LIE

m SBTFS4 4 vnN—aul 1. 0L

n Team CityFS5 454 2R\—2 3230 2L

m Visual Studio TS5 4 2/8—2321.0. 0LIE&

HA:E
Ul., oS A4 AL T, BEUBYY—R/—FrDIN—2323.6. 0NEXREcO—HSA XEhFE LT,
A—HEYTsDELE

HubTIE, EEEFLA—HEY T DELEATON, 7TV r—Lav2kTcoBEMHZRAEL, FELVO
TEEHRELTLET,
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3.6. ITEE SNT=HaE

HubD #i &

ROHUbDEEESDE LLvI— 3 oh%GitHub WebH 4 k
(https://github. com/blackducksoftware/integration-all/) M SFIAEREEIZHY F L=,

m Artifactory7S5 454 2—2 322 1. 0L
m Bamboo TS5 454 2/N\—2 3 23.0. 0LIE

n Gradle 7544 2/\—23 4.0 0LIE

m JIRATSH A2 —2323.2. 0L

s Maven7FS5 454 2n—23 2.0 0LIRE

m TFSTSH5 A 2—23202.1. 0L

3.6.0CTEEINT-HLERE
R S—IZCEXRELANILEFEM

RUD—ICERELANILEZEMTESLSICHYFEL, B, (&M, . [XK]. [EX]. [T
oy jj_] -G-g-o

COFTavEELFFEELEEBIERL., R O—ERDPRELI-EZICANEZINETRT ZEMNT
TFFET, HEARK ERELALAITOVA-IDITRTORY O—BRIFEL FIZKELET,

Hub X ¥+ DX E
A RSAUN—=2 a3 VDHIbR F ¥ F(TRO/INT A —E2DBMENFELT-,

s —insecure, TLSIREITS—ZEH L. HubR v FAHubH—/N\—IZEHETEDLSICLET,

m —no-prompt, HUbR F v F % IEHEEE— FTEITLET . # L L BD_HUB_NO_PROMPTIRIZZE#1 % 54 7E
LT, EXREE—FEEMITEHILENTEET,

Protex BOM>Y — )L

Protex BOIMY— LTI HRAR— FTEBZDAIVR—RU FESAEVRT—EDHIIEYFELE, V)
1)—R3.6. 0| TIE, SHDBY—ILDT I+ EHEAIZHEY ET, Protexa— KV —ETyFDEME
EHBIZIEF Lv—include-files/AT A —2 ZFRALTLZELY,

HmARYERDLI—F—D&E

FHARYEAORENEESA, CO/RBERFOI—Y—d, TOCH bERLEY, [1— KO
A A—SIR7 ALY T BT ENTERCHYFLE,

AP1 (D i 3R 4 E

REST APIIZ, RO#RERIENESNE LT

B AVR—RUMFBEVAVR—FR U MNN=2300TOC Y FDY R FERERT Daggregate-bom-
rest-server APIAESINELT-,
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s (KEEEZRT—4 £i2{t9 Scoomponent-rest-server APIAHRESINE LT,

n OAVUKR—RY FOEREREEM. HE. HIBR3I Hbom-component-comment-rest-server APIASERZE
EnFELE, AVR—RY FNN—D 3 VEFETY,

B T RTDSAEVADY R FEEET Sl icense-rest-server APIAEEShE LT

m policy-rule-rest-server APIDHF/N—T 3 V2 BMENE L, R o—FERK. BH. BRI
bpolicy-rule-rest-server APIAEE=NZFE LT,

m OVR—FR2 FDBlack Duck+ Lo R—X%#%EF BREST APl. search-rest-serverhViBfinEh
ibf:o

n 1—H—@DAPID 1 X F%EI2HF BREST API. url-directory-rest-serverpBiM&EhzE L1,

HubD# &

ROHUDDIHEEDEH LLVA— 3 A6 itHub WebH 1 k
(https://github. com/blackducksoftware/integration-all/) M SFIAREEIZAY F L1=,

m ArtifactoryFS45 4 onN—2322.0.2L00%

m Atlassian Config TS5 454 2I\—2 322 0. 0LIRE
m Bamboo TS5 454 2 /N\—2 3 23.0. 0LIE

m Jenkins TS5 4 onN—23 02 1. 1L

m JIRATSH A1 —2a3203. 1. 1L

m TeamCity TS5 54 2N\—2323.0. 1LI&

m TFSTSH5 42— 322.0.0LIFE

HIbBEFA—ILIT VRT3V

Hub M 5 DBHNIZEDWTEF A —ILEEET SEEELTIRBT SHDBEFA—ILT IR T3 V0HLL
N—<3y (1.1.1) A, GitHubd ™ = JH A + (https://github. com/blackducksoftware/hub-
email-extension) MHAFTELLSICHYFE LT,

HARGE

Ul. #oSAuAILT, BEUY)—R /) —FrDN—2 303 5 IABAREIZO—HSA XENhELT.
a—4H¥EYTs DAL

HubTIE, eEEFLA—HEU T DALATONh, 7TV r—LavekToBEMHZRALEL, FELVO
FTSEHRELTLET,

3. 5 CEHE INT-HLEE
HubX v+ DX E
HubR ¥+ GUIA, BB ENF=Tas LY FUZEYR— T DESIZHYFEL,

AP D Hi 3R BE
REST APIIZ. ROMAEEBRIEAIESNE LT,

BLACKDUCK R— | 24 Black Duck Hub 4.6.1


https://github.com/blackducksoftware/integration-all/
https://github.com/blackducksoftware/integration-all/
https://github.com/blackducksoftware/integration-all/

Jyy—xJ)—k Chapter 2: ZEEIh1-H#E

n EBREOIAY FFEM, HE. BEVHIBRT 57=6HDREST API (bom-component-comment-rest-
server) ZEMLEL=,

m component-version-rest-server APIBETIOVR—RU FEN—Da3 0N H IR ENZEE
(2. ISBERORETEREBTIDZIGET SHEZFEBMLE L.

m aggregate-bom-rest-server[G&ICHERET s —IL FEBMLELT,
s APIZFERALTIO—/NILERMEF YV IR T ZDIC, PATLEBEDRINDLEICKHYE L.

HubD# &

ROHUbDIHEEDFH LLVvN—2 3 UHGitHub WebH o4 +
(https://github. com/blackducksoftware/integration-all/) MSFIAREEICHEY E L=,

m Artifactory7S5 454 28— 3 1. 2. 0LIR%
n Gradle 7554 nN—2303. 4 1LU%

n JIRATS 54 2n—2323.0. 2000

s MavenFS 454 win—2 3014 0LIRE

n TeamCity 7S5 4 =322, 0. 0LIE

m TFSTSH5A4 01— 321.0.0LU%

HIbEF A —ILT O RT3y

HubM 5 D@ANIZEDNTEF A — I ERET AHEEFIRBET HHDEFA—ILIIRToIa vOFHLL
N—232 (1.1.0) A, GitHub®DH = THA ¢ (https://github. com/blackducksoftware/hub-
email-extension) MBAFTESLIICTHYFELE,

HAGE
Ul. oS4 oALT BLUVY =R/ —bDN—2 33 A NHRBREICO—HS M XEShFE LT,
A-—HFEUTsOELE

HubTIE, EFEEFELA—HFEY T DAL TON, 7TUr—Lav2kToBEMEZRALEL, FELVO
TIERELTLET,

3.4 2TEE SNT=HaE

AP1 D Y5k ¥4 BE
REST APIIZ, XD#RERIENEINFE L=,
s BEDI—FOBRELETRTOI— FDIGFHEHIBRT 51=6HDREST AP1 (composite-code-
location-rest-server) #EMLELT -,
m JAOTDH +/N—2 3 REST APIDIGEIZ, v TEnf-a0— FOBFROY o EEMLELT,
n BREROUAR—RU NERDITBEHDREST APl (aggregate-bom-rest-server) #EMLEL
1=.
s BXR004DTOC Y FERTIENTESLELSIC, AV Y MERBROHZEOLELT-.

BLACKDUCK R— | 25 Black Duck Hub 4.6.1


https://github.com/blackducksoftware/integration-all/
https://github.com/blackducksoftware/integration-all/
https://github.com/blackducksoftware/integration-all/

Jyy—xJ)—k Chapter 2: ZEEIh1-H#E

HubD# &

ROHUbDHFHEEDEF L Ly AN— 3 U5NGitHub WebH 1 k
(https://github. com/blackducksoftware/integration-all/) WS FIERREIZZY £ LT=,

m Atlassian Config TS5 54 2 —2 3201, 1. 0LIE
m Bamboo 75454 2. 1. 0LIR%

m Gradle TS5 4 2/8—2 323, 1. 0LIE

n Jenkins IS5 4 wN—2 3220 0LIR%

m JIRATS5 4 01"—2323.0. 0%

m MavenF S5 4 on\—23 1.2 0LLR%

3. A TEE INT-HaE
BEEOY)—IANLEBRINTWAEEEEIRODESY TT,
BHII7D7A4ILLR—FDERE

FLWSSERED D a—ILEHE->TWA1—H—IE, [BHMI7AI]LIR—FIROEEFITSEMNTE
EX I

s LR— kS aVR—%y FEBRNT S,
s BYEXT—FAVNEEMNT S,
n SJAEVRTER NERET S,

HibX ¥ T DH R

B HbRF ¥ FHEDIT—AvtE—YI2, MBORREEZZ N SRKRICEAT HEFMERNSRTIN
5&3I12HYFLT=,
s HbAEX¥FDCUID T 74 L& Mscan.GUI.shiIZEEBEINFE LT,

ENMDEERT—4 R

HubIZ[EH]BERT—E2 AN EMENE L=, COBERXT—4S XL, CVEAVUInDBIZEAZ L TL\3I54
[ZRRESNFET, TOOVEITFTLUL\ESEME LTRERSN., VUlnDBIZIEERT—2 XA [E4E] DHEEEEE L
TRREINFET,

A—H—DHI—TERTT D

DRATLEBEIL, [2—H—FBIR—CEFRALT, a—F—HDABLTWBRYIL—TERRETEDELESIC
BYFELI, A—H—(F, [v470T77MIIL]IR—EFFHALT, BOWBLTWA YT IIL—TAHERETE
BE5I1ZHYFELT,

AEx v o4 XDHFIE

AEv YA XTHBATEFE LIz, AF v o494 XFIR GEEIFLEB) ZHALHE. TFT—AvtE—IN
RRSNFET,
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AP1 0 #ii sk 1 BE

n 1—H—(EHREEOT =0T, user—filters-rest-server APIAGEAE 4., user—-group-rest-
server B & Wuser-rest-server APIIZ#RETR{IEMNES A E L=,

n O T 3EODUr IS A—BELTA—H—RENRT—REEZETEI LT R— i<
BYFELIz, A—H—RBENRRT—FRUIIRAMDAXIZEDDZENMBEIZHYE LT

AExv VEROREF

AEVEHEETIFONEESIZ, HbA, MEDRF v E1DDNY I 7Y TOHERETHESIZHY
FlLfe COEHRF. RFYULARTEIND[T— FOBFF <FBFADIR—SD[RAFH ] EY L 3 0 THEE
TEET, BNONY I T Y TRX v VERETIVELHBIEEIE. hREIIHR—MIERLTLES
LY

HubD# &

ROHUbDIHEE DT L LVA— 3 UHNGitHub WebH o
(https://github. com/blackducksoftware/integration-all/) m™SFIFAREEIZEY £ LT=,

m Atlassian Config TS5 454 2—2321.0. 2LUF%
m Bamboo TS5 451 22.0. 1LIRE

s Gradle 7544 2/"\—2323.0. 0LIEE

n Jenkins IS5 4 \—2 301 54L&

s Maven7FS 54 wn—23 01 1. 0LUE

m TFSTS54218—2320. 4. 0LUf%

1—YEYTs DAL

HubTIE, EFEEFLA—HFEY T DAL TON, 7TUr—Lave2kTcoBEEZRAEL, FELVO
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